Electronic Access Policy

POLICY STATEMENT

The AtlanticPublicLibrary provides computers and tablets for publicuse, allowing access to the Internet, the
library’s online resources, Microsoft Office software, and early literacy stations. Wireless access to the Internet
isalso available.

The library utilizes the federal E-rate program and must comply with Child Internet Protection Act (CIPA). To that
end, the library uses a network wide filter to protect minors from obscene and/orviolentimages, to limit ability
to download and uploadfiles, and to protect the network from unauthorized changes. Due tothe widespread
use of personal communication methods such as e-mail and chat services, it remains the responsibility of the
parentsor legal guardians to teach and monitor safe practices.

Disclaimer: The Atlantic Public Library is not responsible for the content on the Internet or any of its subscribed
databases. Thisincludes changesin content from library-linked sources. Availability of information does not
constitute endorsement.

REGULATIONS

PUBLIC COMPUTERS
e Internetcomputersare availableon afirst-come, first-serve basis.

e Adultsare encouragedto use the computers upstairs.

e AvalidAtlanticPublicLibrary card numberisrequiredto use the Internet computers. A guest pass may
beissuedforthe day forany userwithouta library account.

e Time on the publiccomputers and tabletsis limited to three (3) hours perday for library card holders
and 90 minutesforguest passes. Tablet use requires avalid library card.

e Nologinisrequiredtouse the Early Literacy computers.

e The Early Literacy computeris available foragestwo (2) through six (6).

e Thelibraryis notresponsibleforany damage or loss of data arising from usinglibrary hardware or
software.

e Onlycomputerequipmentand software owned by the library and previously installed may be used on
the library’s computers, with the exception of patron-owned flash drives.

e Librarystaffare available to answer basiccomputer questions but cannot provide in-depth computer
training.

e Patronswantingto save files or otherdatashould bring an appropriate storage device.

e Thelibrarydoesnot provide flash drives foruse. When available, the library sells flash drives at cost.

e Thelibrary doesnot provide email addresses.

e No personal programs can be downloaded and no personal files or programs can be saved tothe
library’s computers or network.

e Adding, deleting, or modifying already installed hardware or software is not permitted.

e Patronsare discouraged from accessing or sending personal information, such as credit card numbers,
bankinginformation, orsocial security numbers using the library’s computers.

e Black and white printingis available at current cost per page.

e Thereisno guarantee the library’s computer network will be available.
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e Thelibrary upholdsthe rights and responsibility of parents and legal guardians to determine and
monitortheirchildren’s use of the library’s computers.

e Privacyonthelibrary’s computersis not guaranteed.

e Thelibraryreservestherighttoenda computersessionatanytime forany reason.

WIRELESS ACCESS
e Thelibrary’swireless networkis available foranyone with a device capable of connecting wirelessly.
e Theuser mustaccept the “connectto the internet” page to get connected to the wireless network.

e Patrons must understand how to configure their own devicesin orderto access the library’s wireless
network.

e Thelibrary upholdsthe rights and responsibility of parents and legal guardians to determine and
monitortheir children’s use of the library’s network.

e Thelibrary cannot acceptliability forany risk taken by patrons who choose to connect their personal
device tothe wireless network.

e Black and white wireless printingisavailable at the current cost per page.

e The wireless networkisan open, unsecured network. Thereis noguarantee it will be available.
e Privacyon thelibrary’s networkis not guaranteed.

e Thelibraryreservesthe righttoblock access to the wireless network at any time forany reason.

VIOLATIONS
e Librarycomputersand wireless access should not be used forunlawful activities, including, but not
limited to:

o Harassmentof, libeling, orslandering others

o Accessingobscene, unlawful, and/orinappropriate content

o Destruction of, damage to, or unauthorized access and/or alteration of the library’s computer
equipment, software, or network.

o Use of electronicinformation networks thatin any way violates city, state, orfederal law.

o Use of electronicinformation networks thatin any way violate licensingand payment
agreements between the library and network/service providers.

o lllegally using copyrighted material.

e Violationsof this policy’s regulations may resultin loss of access to library computerresources.
Disciplinary actions will be handled the following way:

o Library staff will warn patron of the violation and request they end their session.

o If patronignores the staff, the session will be ended forthe patron by the staff.

o The Library Directorwill be notified.

o Whenstaff believeillegal activity has occurred, the police may be notified.

PROCEDURES

PUBLIC COMPUTERS
e Patronshaveto signin to use a computer.
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Each library account is limited to a total of three (3) hours of computer use each day witha library card
number. Guest passesare limited to a total of 90 minutes each day. Tablets may be used forup to three
(3) hourswith a library card.
Adults are encouraged to use the computers upstairs but may use the computersinthe Youth Services
area.
All staff are expected to know the following:

o How to use the keyboard and mouse
How to open programs on publiccomputers
How to navigate from one websitetoanother
How to use search engines
How to start programs on the library’s network and computers
How to save and print files
How to printfromthe Internet
How to use a flash drive onthe library’s computers
Basic troubleshootingissues, including, but not limited to:

=  Whenawebpage doesnotcome up

=  Whenthe computerisnot connectingto the network

=  When monitors, keyboards, oramouse is not working
Staff should feel comfortable asking another staff person for help.
The Director will be the contact person for Mediacom, the library’s internet service provider, and Eric
Maynard, the library’s IT Consultant. Inthe absence of the Director, the senior staff person present may
call.
Staff should let patrons “drive” the computer. When a patron needs assistance, the library staff person
willinstruct, but notdo the computerwork themselves.
Staff should limit assistance with medical, legal, and tax information. Staff can help patronsgetto the
websitesthey need.

O O O 0O 0O O O O

Staff cannot provide in-depth computertrainingand should be aware of the amount of time they are
assisting patrons onthe computer.
The computers will automatically be unavailable for use ten (10) minutes before closing.

o Staff will have to shut downthe computers manually.

WIRELESS ACCESS

Staff can instruct patrons on connecting theirdevicestothe library’s wireless network.
Staff cannot handle patron devices.
All staff are expected to know the following:
o The name of the library wireless network
o The passwordfor the library’s wireless network
o Thename of the library’s wireless printers
Due to the nature of portable devices, staff are not expected to know how to connect each one to the
library’s wireless network or wireless printers.

VIOLATIONS

Staff can terminate a patron’s session on a computer at any time forany reason by:
o Givingthe patron notice theirsession will be ending.
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If behavioristheissue, staff will giveone (1) warning.
If the behaviorcontinues, orthe warningisignored, staff will:
= Gotothe PCReservation Management Console.
= C(Clickon View PCStatus.
®  Findthe computerthis particular patronis on.
= (Clickon EndSession.
= Staff should thentell the patrontoleave the library. If theyrefuse, the policeshould be
contacted for assistance.
Staff will notify others of this action.
Staff will fill outanincidentreport, detailing the reason behind ending the session and any other
issues related to the situation.

Patrons can be blocked from using our wireless network. Staff should gothrough the following
procedures:

O

If a violation of this policy is noticed, staff should approach the patron and notify them of the
library’s policy and the violation.

= Ifthe violation goesagainst multiple policies, staff willneed to ask patron to leave. See

Behavior Policy.

Filloutan incidentreport, making sure to note date and time of violation.
Onlythe Library Director can block a patron from the wireless network.
If the violationis severe enough, such as a notice fromthe library’s Internet Service Provider
aboutillegal activity, the userwill be blocked without notice. Anincident report will be filed and
the userwill needtotalk with the Library Director.

Violations of this policy’s regulations may resultin loss of access to library computerresources.
Disciplinary actions will be handled the following way:

O

O
O
O

Library staff will warn patron of the violation and request they end their session.
If patron ignores the staff, the session will be ended for the patron by the staff.
The Library Director will be notified.

When staff believeillegal activity has occurred, the police may be notified.

When a patron complains about another patron:

o Staff should take down the complaint by the patron, noting date, time, and location
o Thank the patronfor bringingthe issue to the staff’s attention
o Investigate the complaint without the complaining patron
o Follow the proceduresoutlined above.
GUIDELINES
PUBLIC COMPUTERS

The publiccomputers are on a first come, first serve basis. There are no exceptionstothisrule.
Patrons are welcome to use the computers on both floors of the library, although staff should
encourage adults to go upstairs, and youth to go downstairs.

Staff members should be willingand able to answercomputer questions. If the first staff personisnot
able to answerthe patron’s questions, another staff person should be asked. Both staff members will
then helpthe patron.

The library does not supply email addresses or flash drives for patron use.
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e |[fa patronis visiting from out of town, or theirlibrary card numberis not working foran unknown
reason, staff can issue aguest pass. Tablets do not have a guest pass option.
o Gotothe PCReservation Management Console.
o Clickon Make a Guest pass.
o Choose how many guest passesto print.
o Clickon Print.
o Staff should note today’s date, and the name of the patron.
e Staff can also extend time limits on the computers. Tablets cannot be extended.
o Thiscan be done at the staff’s discretion, past the patron’s three (3) hourtime limit.
= Goto PCReservation Management Console.
= Clickon View PCStatus.
= Clickon the patron’s computer.
= Clickon Extend Session.
= Choose howlongto extendthe session. Extensions should be givenin nomore than 30
minute increments.

WIRELESS ACCESS
e Staffshould know the name and password for the library’s wireless network.

e Staff can answer questions and assist patronsin connectingtothe library’s wireless network, without
touchingthe patron’s equipment.

e Ifa staff personisunsure of a question oranswer, they should ask anotherstaff member. Both staff
members should be present to help the patron.

VIOLATIONS

e Staffshould notwatch what patrons are doing on the library’s computers or network.
e Staffshouldfollow up on patron complaints concerningthe library’s computers and/or network.
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